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Data Controller

Veikkaus Group (hereinafter Veikkaus)
P.O. Box 1, 01009 Veikkaus
Telephone: +358 9 43701 switchboard

Data Protection Officer

Veikkaus Data Protection Officer

P.O. Box 1, 01009 Veikkaus
Telephone: +358 9 43701 switchboard
tietosuoja@veikkaus.fi

1. Why and on what basis do we process personal data?

The ethical reporting channel is a centralised channel for Veikkaus Group companies, where you can
report misconduct and suspected misconduct. The reporting channel is based on the Whistleblower
Protection Act, the Whistleblower Protection Directive and Veikkaus' corporate law obligations.

Areport can be submitted to the reporting channel if there is a suspicion of misconduct in Veikkaus’
operations related to:

¢ Violations of the areas of legislation mentioned in the Whistleblower Act.

e Violations of the principles of Veikkaus' Code of Conduct, such as suspicion or observation of
corruption and bribery.

e Suspected violations of the Money Laundering Act and the regulations and provisions issued
under it in the activities of Veikkaus and its agents.

Personal data is processed in order to verify the accuracy of reports and to take the necessary
measures. Personal data contained in the reporting channel is used to process reports, investigate
and prevent misconduct, and decide on further measures. The purpose of processing is to fulfil
Veikkaus' statutory obligations and promote good governance at Veikkaus.

If necessary for the processing of a report and the implementation of resulting measures, personal
data may be transferred and processed in other systems of Veikkaus, taking into account
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whistleblower protection obligations and adequate safeguards. For example, the implementation of
labour law measures may require the processing of employees' personal data in different systems,
and measures related to investigating money laundering may require processing in Veikkaus' anti-
money laundering and customer due diligence system.

The processing of personal data is based on Veikkaus' statutory obligation to establish a reporting
channel (Whistleblower Protection Act) and on management's supervisory obligations (Limited
Liability Companies Act).

What personal data do we process?

The reporting channel processes the following personal data:

e Thereporter’s name, email address and telephone number. Reports can also be made
anonymously, in which case the personal data in question will not be processed.

e The details of the report, such as the name of the subject and details of the suspected
misconduct

e Any other information provided by the reporter

¢ Information required to verify the accuracy of the report and to take the necessary measures

e Information compiled and generated in connection with the investigation of reports

¢ Necessary information to be stored about the people processing the report, such as log data

Where do we collect data from?

The primary source of the data processed is the person who submitted the report. In addition, the
data consists of information compiled and processed during the report processing process.
Depending on the content of the report, the data may be compiled using other Veikkaus data and
data sources. The data is limited to what is necessary for the purpose of processing. Data sources
may be used within the limits set by law.

Do we transfer or disclose personal data?

Personal data is processed by data processors acting on behalf of Veikkaus, such as service system
providers and expert organisations that process notifications on behalf of Veikkaus. Appropriate
personal data processing agreements have been concluded with the processors. In addition,
personal data may be processed on a case-by-case basis by other external advisors authorised by
Veikkaus.

Information about the identity of the reporting party will not be disclosed to parties outside Veikkaus
without the express consent of the reporting party. However, personal data may be disclosed to
authorities on a case-by-case basis within the limits permitted by law for the purpose of investigating
the report, legal proceedings or criminal investigations.

The servers used in the system for processing notifications are located in Finland and within the
EU/EEA. Data is not transferred or processed outside the EU/EEA. If personal data is transferred
outside the EU/EEA to a limited extent within the framework permitted by law, Veikkaus will ensure
that there is a legal basis for the processing of personal data outside the EU/EEA and that protective
measures are in place to ensure the appropriate processing of personal data and an adequate level
of data protection.

How long is personal data retained?

As arule, data related to whistleblowing notifications is retained for five years from the date the
notification is received. Data may be retained for a longer period if necessary to fulfil legal obligations
or for legal proceedings. Any clearly unnecessary data will be deleted without undue delay.




What are the rights of the data subject?

Data subjects have rights to their personal data in accordance with the EU General Data Protection
Regulation. To exercise these rights, the data subjects must send a request by email to
tietosuoja@veikkaus.fi. The request must specify as precisely as possible which data or purposes of
processing the request concerns. Furtherinformation on your rights can also be obtained by
contacting the same email address.

Veikkaus will respond to the request as soon as possible, but no later than one month after receiving
the request. The deadline may be extended by a maximum of two additional months if the conditions
laid down by law are met. Veikkaus will notify the data subject of the extension within one month of
receiving the request.

Where can the data subject lodge a complaint?

The data subject has the right to lodge a complaint with the supervisory authority if they believe that
the processing of their personal data violates applicable legislation. In Finland, the supervisory
authority is the Office of the Data Protection Ombudsman. Up-to-date instructions on how to lodge a
complaint are available on the Data Protection Ombudsman's website https://tietosuoja.fi/en/home

How is data protected?

Veikkaus processes personal data in a secure manner and in accordance with applicable legislation.
Information security as well as confidentiality, integrity, availability, and accessibility of personal data
are ensured through appropriate technical and organisational measures. These measures include, for
example, pseudonymisation and encryption of personal data, protection of equipment and files, user
identification, user authorisations, registration of user events, access control, as well as processing
instructions and monitoring.

Veikkaus requires both its employees and subcontractors to maintain confidentiality and appropriate
protection of personal data. Personal data is processed only by individuals employed by Veikkaus or
its’ subcontractors whose duties require the processing of such data. These individuals are obliged to
comply with data protection principles and guidelines in the performance of their work.
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